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Our Vision 1ab

Making the Internet a safe space

Human dignity is inviolable.
This is not different in the digital space. We aim to rebuild the internet to a place where everyone is safe
and comfortable to contribute. An internet where all human rights are respected. Without restricting the
freedom, anonymity and privacy of each individual.
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. digital.dignity
Our Mission lab

We develop impact-first tech solutions, shape
tech policy in Europe and provide a community
for people who are striving for a safer internet.
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m We build impact-first tech that people use. Our software empowers individuals on the internet.
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|§‘ We shape tech policy in Europe. We advocate for user-centered policy.
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We provide a community for people who are striving for a safer internet or who may have been
) affected by abuse online.
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Our Current Focus: Image Based Sexual Abuse digital.dignity

In this moment, 1M+ stolen intimate pictures and
videos are circulating on the internet

1M+ 90%+ 50%+

illegally-shared, intimate of victims are women increase in “revenge porn”
iImages & videos online in during the Covid-19
this moment pandemic

The spread of image-based sexual abuse (“revenge porn”) is facilitated by

- New technologies: easy-to-use technologies, such as deepfake, make the creation and
dissemination of abuse material easier yet more difficult to detect.

= Ignorance of platforms: social media, porn platforms and alike profit financially from the
clicks. They enable perpetrators to anonymously (re-) upload abuse material, while only
slowly reacting to take-down requests from victims.

= Inaction of the police: police officers lack the technical skills and the understanding of
the dynamics of the problem. As a result, perpetrators are rarely identified and prosecuted.

Sources: “Cyber violence against women and girls”, European Institute for Gender Equality “Cyber violence against women and girls”, European Institute for
Gender Equality (2017); “Revenge Porn was already commonplace. The pandemic has made things even worst”, The Washington Post (2020); “How Europe’s p 2022/11/29
privacy laws are failing victims of sexual abuse.”, Politico (2021); “Telegram-Bot erstellt Nacktfotos von Frauen”, Golem.de (2020); rague,



Our Current Focus: Image Based Sexual Abuse
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Victims experience severe psychological & physical
distress and society as a whole suffers

Victims: mostly women and members of the LGBTQI+ community aged
16 — 35 years.

« Severe and long-term mental health consequences, such as feeling
helpless, paranoia, PTSD, depression and suicidal thoughts

« Higher physical distress, such as pain and fatigue
« Job loss and difficulties in gaining future employment

Society: everyone.

« Less diverse digital space as victims are less likely to use social media
and engage in online discussions

* |ncreased government costs, e.g. for health care
 Decreased government income, e.g. loss in tax income

Sources: MK & WN:*Revenge Pornography: Mental Health Implications and Related Legislation®, Journal of the American Academy of Psychiatry and the Law

Online (2016); SB: “Revenge Porn and Mental Health: A Qualitative Analysis of the Mental Health Effects of Revenge Porn on Female Survivors”, Feminist Prague, 2022/11/29
Criminology (2016); KZ: “The long trauma of revenge porn” Oxford University Press (2019)
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How we fight Image-Based Sexual Abuse
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IMPACT-FIRST TECH

We built the search engine
Am | in Porn? which helps
people find out if they
appear on porn websites.
The tool searches millions
of videos using Al-based
technology.
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SHAPE TECH POLICY

We are advocating for better regulation of social
media and porn platforms to prevent the spread
of abuse material online. Our efforts focus on
policy-making in the EU.

#DontLookAway - Pan-european campaign to
ensure the EU Digital Services Act(DSA) provides
better protection from image-based sexual abuse
#NotYourPorn - Petition to German politicians to
improve legislation aroundimage-based abuse and
provide resources for NGOs and policedealing
with IBSA cases
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PROVIDE A COMMUNITY

Through the Anna Nackt
Project, we support people
affected by image-based sexual
abuse. We share practical
guidance, connect survivors
with each other and provide
access to a network of lawyers
and other supporting
organizations.

ANNA NACKT
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https://dontlookaway.online/
https://change.org/notyourporn

Our Theory of Change for fighting IBSA digital.iiignity
a

Our approach

For (potential) Victims 1. Provide info on website

2. Talk about IBSA, e.g. in schools Young people have tools &
i 3.  RunIG channel with info

> Raise awareness & knowledge to help prevent abuse

educate about IBSA 1. Runand expand Amlin Porn Sharing of abuse

S Bt o 2. Develop to.ols for se]f-protection, e.g. Potential perpetrators are material on the

self-protection watermarking, hashing prevented from becoming internet is

1. Be contact point for people perpetrators effectively
. 2. Expand partner network, e.g. HateAid,

> Be.contact point and lawyer, psych.,etc. prevented

provide support net 3. Build up support groups
it el el s ol A interre

For Policy Makers & s free of adult
based abuse

> Raise awareness & 1. Write policy recommendations abuse

educate about IBSA : 2;:::rgp:;i::i:uf:iglg\r/‘esnts Platforms have mechanism in place material

' . to prevent and address IBSA
. . 4. Meet policy-makers

> Advise on policy- Abuse material

making : he i
Laws have been implemented that on the internet
p;event abuse/reduce impact of is quickly &

: abuse
For Internet Platforms 1. Develop tools for keeping pl.atforms effectively
free from adult abuse material
e et 2. Provide consulting services / Law enforcement agencies have the removed
information on how to keep platform knowledge & tools to deal with
tools to detect and delete free from abuse material and how to IBSA-cases

abuse material support people affected

Light grey text: Currently not in scope
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Am | in Porn? enables victims to easily and securely
find & take-down their images

Am | in Porn is a comprehensive tool, accessible
via a mobile app, that enables users to

1. Securely check if their private images and videos are
shared online

2. Receive a list of URLs where their content has been
shared and guidance on how to take the content down

3. Monitor the web regularly and get notified as soon as
their content has been posted (again)

4. Get quick access to support structures, such as police
and NGOs
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Thank you for listening

www.digitaldignity.io

Lukas.henseleit@digitaldignity.io
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http://www.digitaldignity.io/

